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How Networks Impact Our Daily Life
>
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The way we play is supported by services delivered by the data network. | <
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Internet Users Growth in The World
>

Internet Users in the World
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Source: www.internetlivestats.com
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Internet Users by Country

Internet Users by Country (2016)

See also: 2015 Estimate and 2014 Finalized

#* Country Internet Users Penetration Population .Non-Users Users 1 Year Internet Users  Population
(2016) (% of Pop) (2016) (internetless) Change (%) 1Year Change 1Y Change
1 China 721,434,547 52.2% 1,382,323,332 660,888,785 22% 15,520,515 0.46 %
2 India 462,124,989 348% 1,326,801,576 864,676,587 30.5% 108,010,242 12%
3 UuUs 286,942,362 88.5% 324,118,787 37,176,425 1.1% 3,229,955 0.73 %
4  Brazil 139,111,185 66.4% 209,567,920 70,456,735 51% 6,753,879 0.83 %
5 Japan 115,111,595 91.1% 126,323,715 11,212,120 0.1 % 117,385 -0.2%
6  Russia 102,258,256 713% 143,439,832 41,181,576 0.3% 330,067 -0.01 %
7 Nigeria 86,219,965 46.1% 186,987,563 100,767,598 5% 4,124,967 2.63 %
8 Germany 71,016,605 88 % 80,682,351 9,665,746 0.6 % 447,557 -0.01%
9 UK 60,273,385 92.6 % 65,111,143 4,837,758 0.9% 555,411 0.61 %
10 Mexico 58,016,997 451% 128,632,004 70,615,007 21 % 1,182,988 1.27%
11 France 55,860,330 86.4 % 64,668,129 8,807,799 1.4 % 758,852 0.42 %

12 Indonesia 53,236,719 204 % 260,581,100 207,344,381 6.5 % 3,232,544 1.17 %

Viet Nam ,063, 444, ,380,438 b 264,
14 Turkey 46,196,720 58 % 79,622,062 33,425,342 5.1% 2,242,750 1.22%
15 Philippines 44,478,808 435% 102,250,133 57,771,325 4.4 % 1,855,574 1.54 %

Source: www.internetlivestats.com
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é’&"b SOCIAL MEDIA USE BY COUNTRY

ACTIVEACCOUNTS ON THE TOP SOCIALN ETWORK IN EACH COUNT RY, COMPARED TO POPULATION
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Estimated Worldwide Growth of
Traditional Connected Devices and loT

Connected Devices (Billions)
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Source: A.T. Kearney

foT ripples through advanced industries.
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Data Networking Role, Components, and
Challenges

Message Rul
ule
ﬁo?vvautker Agreement
etworks
;. S edo " Standard

" ANA

Devices
Message =l
7 ule
Z Telephone P /ureement
i Networks Standard
. Medium
Devices
Message
Broadcast - EU|G t
Networks greemen
Medium Standard
Devices

Various elements make up a network :
* Devices: These are used to communicate with one another ‘
* Medium: This is how the devices are connected together
* Messages: Information that travels over the medium
* Rules: Governs how messages flow across network

VAY .
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B Network Architecture - Reliable Networks

Empat karakteristik dasar yang harus dipenuhi
agar suatu infrastruktur jaringan bisa
dikatakan baik (memenuhi kebutuhan

pengguna):

* Fault Tolerance

e Scalability

* Quality of Service (QoS)

* Security X

VAY .




» Fault Tolerance (Toleransi Kesalahan)
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Sebuah jaringan 'fault tolerant' merupakan
salah satu metode yang digunakan untuk
mengurangi dampak kerusakan hardware

atau software dan dapat pulih dengan cepat

ketika terjadi masalah.

Packet switching dapat meningkatkan
ketahanan dan fault tolerance dari arsitektur
internet.

VAY .
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Packet Switching in a Data Network

Many paths may be
used for a single
communication as

individual packets
are routed to a
destination.

Prior to transmission,
each communication is Internet At the destination,

broken into packets Setoe Destination |Sequence packets may be <
which are addressed reassembled into order
and numbered, e according to their

sequence number.

VAY .
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Scalability

Jaringan bersifat scalable, artinya mampu
beradaptasi dengan cepat untuk mendukung
pengguna baru tanpa mengganggu atau
mempengaruhi kinerja jaringan dan layanan yang
lama.

Karakteristik internet yang dapat membantu
memenuhi user demand:

* Hierarchical

e Common standards

e Common protocols

VAY .
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Examples are Verizon,
Sprint, AT&T, NTT, cable Tier-1 ISP
systems, and wide area This is the backbone of
wireless networks. the Internet.

> Ciem ISP Tier-11SP

At the center of the Internet, Tier-1 ISPs provide national and international
connections. These ISPs treat each other as equals.

The point where ISPs
interconnect is often called
a border. P - -
y \ \ . / \\‘ . / N
. \
Tier2I1SP /7 N\ Tier21sP 3 /ﬁ\\\\?_// N & 4
l/ local | Tier-2IsP
ISP K_ :
N 4 ,
4

" ANA

L
Tier-11SP Tier-1 ISP w >
Tier-2 ISP e ™ Tier-1 ISP Tier-1 ISP B
— !/ local ) Tier-2 iP)
. i . 1sP :
Tier-2 ISP Tier-2 ISP Q p ) ) -
_ Tier-2 ISP Tier-2 ISP [ local \

Tier-2 ISPs are smaller and often provide regional service. Tier-2 ISPs usually pay Tier-1 ISPs
for connectivity to rest of the Internet.

Peer connections between networks at the same level provide direct connections, bypassing

| L Tier-3 ISPs are the local providers of service directly to end users. Tier-3 ISPs are usually
longer routes and preventing congestion on the backbone.

connected to Tier 2 ISPs and pay Tier 2 providers for Internet access.

|

<
>

VAY .
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Quality of Services (QoS)

Jaringan membutuhkan mekanisme untuk mengatur lalu
lintas jaringan yang macet.

Bandwidth jaringan adalah ukuran kapasitas jaringan.
Dengan kata lain, berapa banyak informasi yang dapat
dikirim dalam jumlah waktu tertentu? Bandwidth jaringan
diukur dalam jumlah bit yang dapat ditransmisikan dalam
satu detik, atau bit per detik (bps).

Ketika komunikasi simultan dicoba di seluruh jaringan,
permintaan bandwidth jaringan dapat melebihi
ketersediaannya, menciptakan kemacetan jaringan
(network congestion).

VAY .
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Using Queues to Prioritize Communication

¢ 4 \oice Over IP

Financial
Transaction

Web Page

High Priority Queue

Medium Priority
Queue

Low Priority Queue

All communication has some
access to the media, but higher
priority communication has a
greater percentage of the
packets.

IR

Link t0 Network -

Queuing according to data type enables voice data to have priority over transaction
data, which has priority over web data.
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Security

P Ada dua tipe keamanan jaringan:

" ANA

network infrastructure security dan information security

Tindakan dasar pengamanan jaringan

Memastikan confidentiality (kerahasiaan) dengan penggunaan
* Autentikasi user
* Enkripsi data
Mempertahkan integrity dengan penggunaan
e Digital signatures
Memastikan availability (ketersediaan) dengan penggunaan
* Firewalls
* Redundant network architecture <
* Network and hardware without a single point of failure

h

VAY .
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Security is Important for How We Use a Network
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> Unauthorized Transactions
YOlll’ SEND PAYMENT TO
. Box 1234 )
1rst CREDIT CARD Artons, DX
ank STATEMENT
ACCOUNT NUMDER  HAME STATEMENTOATE  PAYMENT DUE DATE
4125-233-412 John Dow 2/13/01 3/00/01
CREDIT LINE CREDIT AVALADLS NEW BALANCE MNIMUM PAYMENT DUE
$1200,¢0 $1074.76 4125.24 $20.00
REFERENCE | 90LD | POSTED ACTMITY SINCE LAST STATEMENT AMOUNT
(332382 1/25 | PAYMENT THANK ¥0O -165.99
127149303 1712 p Pt RROOGD RECYCLER ANTETORN USA .2
891020182 | 1713 | 1715 | BEEPGRMIG REST nerown usa | 0.8
MXI4FIDA2 1718 3/:8 GREAT IMMPECTORATIONS JIG CTITY USa 27.58
Bdxr1293a | 1720 | 1/21 | p1wo-CEL PETROLEDM  AMYTOWN UM | 17.7%
DTIONMEI21 2/09 /09 SIS 'K S TINOVILLEUSA 40.20
[ —— (*) | 168.80 Cumem Amoum Due 125.24
Furchasss (o) 1135.2¢ Amosnt Paat Dum
Cash Advarces ) i Ameunt Ont Coadit Line
Fwpmenin ¢} 2 160,80 Ninmum Paynest Dus 0.9
Credta ¢
FINANCE CHARDES () E
Lale Crarges [y I
NEW BALANCE ) 5125.:1
FINANCE CHARDE SUMMARY | PURCHASES | ADVANCES | For Cusomer Sanvice Cait :
Ferodi: Rate 11,65 ! 0.054% | 1-8000XXXHX Out of Business
A el Peccaetege Fone 119.80% l 19.80% | ForLost or Stoles Camd, Calt
: 1-800- 100X X0
H 16HIw Taloghare Nurters <

Unauthorized use of our communications data can have severe consequences.

VAY .
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> Komunikasi Data

stilah telekomunikasi berarti komunikasi pada jarak jauh.
Data mengacu pada informasi yang disajikan dalam
pentuk apapun yang disepakati oleh pembuat dan
pengguna data.

Komunikasi data adalah pertukaran data antara dua
perangkat melalui berbagai bentuk media transmisi,
misalnya wire cable.

VAY .




Sistem Komunikasi Data
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> Data flow (simplex, half-duplex, and full-duplex)

<

A

>

Direction of data

v

-

Mainframe Monitor
a. Simplex
P— Direction of data at tirr;f 1 P—
Station - Station
Direction of data at time 2
b. Half-duplex
— Direction of data all the time ‘

= y
Station

c. Full-duplex
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Jaringan

>

Jaringan adalah seperangkat alat (node) yang terhubung
olen link komunikasi. Node dapat berupa komputer,
printer, atau perangkat lain yang mampu mengirim
dan/atau menerima data yang dihasilkan oleh node lain
di jaringan. Link dapat berupa kabel, udara, serat optik,
atau media apa pun yang dapat mengangkut informasi
pembawa sinyal.

VAY .
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Network Criteria

Performance
Depends on Network Elements
Measured in terms of Delay and Throughput
Reliability
Failure rate of network components
Measured in terms of availability/robustness

Security

Data protection against corruption/loss of data due to:

Errors
Malicious users

VAY .




Physical Structures
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Type of Connection
Point to Point - single transmitter and receiver
Multipoint - multiple recipients of single transmission

Physical Topology
Connection of devices
Type of transmission - unicast, multicast, broadcast

VAY .
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Types of connections: point-to-point and multipoint

>
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Station

a. Point-to-point

Station Station

ra &Rz
i ey

Mainframe Station

<

b. Multipoint




Categories of topology

‘ Topology \

‘ Mesh | ‘ Star | Bus ‘ Ring I
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A fully connected mesh topology (five devices)
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A star topology connecting four stations

AN

Statlon

Statlon

Statlon

Station '
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A bus topology connecting three stations
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Station Station Station

Drop line Drop line Drop line

Cable end Cable end

Tap Tap Tap

<
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A ring topology connecting six stations

v

Station Station
Repeater Repeater
Station Repeater Repeater Station
Repeater Repeater
Station Station

<
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A hybrid topology: a star backbone with three bus networks

A
A

v

Hub

<

Station Station Station




Kategori Jaringan
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Local Area Networks (LANS)

Short distances
Designed to provide local interconnectivity

Wide Area Networks (WANS)

Long distances
Provide connectivity over large areas

Metropolitan Area Networks (MANS)
Provide connectivity over areas such as a city, a campus

VAY .
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An isolated LAN connecting 12 computers to a hub in a closet
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WANSs: a switched WAN and a point-to-point WAN

p»

’ C l End system

v

A—A
A s A
A—A

End system

a. Switched WAN

™ I Point-to-point
WAN
— E ........................ E

Computer

<

&l [N’

b. Point-to-point WAN
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A heterogeneous network made of four WANs and two LANs

President

T ANA

Point—to—point_:
WAN

Modem gh

WAN

_A_ Router
A T A
\ A / :‘.‘ Point-to-point

Router Switched WAN

»
% Point-to-point
WAN
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Internet

>

Internet telah merevolusi banyak aspek kehidupan kita
sehari-hari, mempengaruhi cara kita melakukan bisnis
serta cara kita menghabiskan waktu luang. Internet
adalah sistem komunikasi yang telah membawa banyak
Informasi ke ujung jari kita dan mengaturnya untuk kita
gunakan.

VAY .




Hierarchical organization of the Internet
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a. Structure of a national ISP

b. Interconnection of national ISPs

VAY .
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Protokol

Protokol identik dengan aturan.

Protokol terdiri dari seperangkat aturan yang
mengatur komunikasi data, yang menentukan apa
yang dikomunikasikan, bagaimana
dikomunikasikan dan kapan dikomunikasikan.
Elemen-elemen kunci dari protokol adalah syntax,
semantics, dan timing.

VAY .




Elements of a Protocol
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Syntax
Structure or format of the data
Indicates how to read the bits - field delineation

Semantics
Interprets the meaning of the bits
Knows which fields define what action
Timing
When data should be sent and what

Speed at which data should be sent or speed at which it is
being received. <

VAY .
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Model Jaringan
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> Model OSI
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Didirkkan pada tahun 1947, International Standards
Organization (ISO) adalah badan multinasional yang
didedikasikan untuk perjanjian seluruh dunia mengenai
standar internasional. Standar I1SO yang mencakup
semua aspek komunikasi jaringan adalah model Open
Systems  Interconnection  (OSI), pertama  kali
diperkenalkan pada akhir 1970-an.

VAY .
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Tujuh layer model OSI
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Interaksi antara layer pada model OSI

Device

Intermediate
node

=

Intermediate
node

=

Device

Application

-| 7-6 interface

Presentation
6-5 interface

Session

5-4 interface

Peer-to-peer protocol (7th layer)

Application

1 7-6 interface

Presentation

—| 6-5 interface

Session

5-4 interface

Transport

1 4-3 interface

Network

3-2 interface

3rd
Network I<- — I
nd

Data link

2-1 interface

2
Data link I<- — 3 I

Transport
-| 4-3 interface
3rd 3rd
Network — 1 Network —
3-2 interface
2nd 2nd
Data link —-»| Data link -
2-1 interface
1st 1st
Physical — - Physical — >

1st
Physical I<- — >

Physical

Physical communication

2
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Pertukaran menggunakan model OSI
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1 - Physical layer

T ANA

From data link layer To data link layer
Physical | | | | Physical
jayer | [L0]10101000000010111 1100 10101000000010111 ] | jayer
I I | |

Transmission medium

O S )

The physical layer is responsible for movements of
Individual bits from one hop (node) to the next.

>y
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2 - Data link layer
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From network layer To network layer

Data link layer Data link layer

To physical layer From physical layer

<

The data link layer is responsible for moving
frames from one hop (node) to the next.
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Hop-to-hop delivery

End

Intermediate system
system

Hop-to-hop delivery | Hop-to-hop delivery | Hop-to-hop delivery
- >l an

A B E F
Data link Data link Data link

Physical Physical Physical

Hop-to-hop delivery ~ Hop-to-hop delivery Hop-to-hop delivery

<
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3 - Network layer

From transport layer To transport layer

3 |

Network
layer

Network
layer
To data link layer From data link layer

The network layer is responsible for the
delivery of individual packets from
the source host to the destination host.

A




Source-to-destination delivery

Hop-to-hop delivery | Hop-to-hop delivery | Hop-to-hop delivery

|“

Source-to-destination delivery

A
Y

A B E F
Network Network Network A I
Data link J Data link Data link
Physical I Physical Physical <

Source-to-destination delivery




4 - Transport layer

From session layer To session layer
I I |

/
/ //

Ve
\ // /\ \
7 / / /

// / / \ \ // 7 / \ \
i /\ \ / R /N \
/ / \ 7 A 7\ \

/ 7
. Data Data Data

I
Segments

Segments

Transport Transport
layer To network layer From network layer layer
<
The transport layer is responsible for the delivery <

of a message from one process to another.

h
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Reliable process-to-process delivery of a message

Processes Processes

| |

Network layer
Host-to-host delivery

Transport layer
Process-to-process delivery

<




5 - Session layer

A
A

From presentation layer To presentation layer

v
(——

Session Session
layer layer

<

To transport layer From transport layer

The session layer is responsible for dialog
control and synchronization.




6 - Presentation layer
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From application layer To application layer

L 1

Presentation Presentation

layer layer
To session layer From session layer

<

The presentation layer is responsible for translation, <
compression, and encryption.

h
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7/ - Application layer

p»

I User User
(human or program) (human or program)

X.500 \ FTAM| <+ | X.400 \ X.500 \ FTAM| e X.40q

. Data Message

v

Data Message

Application Application
layer layer <
To presentation layer From presentation layer ‘
The application layer is responsible for
providing services to the user. ’
> P4
o
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Summary of layers

To translate, encrypt, and
compress data

Application

Presentation

To allow access to network
resources

To provide reliable process-to-
process message delivery and
error recovery

Session

Transport

To establish, manage, and
terminate sessions

To organize bits into frames;
to provide hop-to-hop delivery

Network

Data link

To move packets from source
to destination; to provide
internetworking

Physical

To transmit bits over a medium;
to provide mechanical and
electrical specifications

<
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N TCP/IP Protocol Suite

" ANA

Layer pada TCP/IP protocol suite tidak sama persis
dengan layer pada model OSI. Pada dasarnya,

TCP/IP  memiliki empat layer: ,
, dan . Namun, saat

dibandingkan dengan OSI, dapat dikatakan bahwa

TCP/IP memiliki lima layer: , ,

, . dan .
<

VAY .




TCP/IP and OSI model

Applications E
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Protocols defined by
the underlying networks
(host-to-network)

VAY .
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Addressing
>
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Four levels of addresses are used In an internet
employing the TCP/IP protocols: physical, logical, port,
and specific.

‘ Addresses \
Physical Logical Port Specific <]
addresses addresses addresses addresses <]

>y

h
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Relationship of layers and addresses in TCP/IP

"

A
A

Specific

Processes
addresses

> Application layer

v

Port

Transport layer addresses

IP and
other protocols

Logical

Network layer addresses

Data link layer

Underlying
physical
networks

Physical
addresses

 —

<

e |
bt |
— == |
e |

Physical layer
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« Data Communications and Networking, 5t Edition, Behrouz A.
Forouzan, McGraw Hill, 2013

e Data and Computer Communications, 10t Edition, William
Stallings, Pearson Education, 2014

« Computer Networking: A Top Down Approach, 7t" Global Edition,

James F. Kurose & Keith W. Ross, Pearson Education, 2017
|

h
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> External Links
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 http://www.akxl.org/ComputerNetworksArchitecture/characterist
icsofnetworkarchitectures.htm

* https://www.paloaltonetworks.com/cyberpedia/what-is-quality-
of-service-qos

* https://www.studytonight.com/computer-networks/complete-osi-
model

° https://idcloudhost.com/perbedaan-osi-laver-dengan-tcp-lz?ver/

VAY .
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