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Getting Started
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CISCO Academy

Courses Caresrs About Us English Log In

Courses [ Packst Tracer Courses / Intro to Packet Tracer

Untuk memulai, ——
ilahan sign up pac rocuction o Packet race
course packet tracer di - B
website resmi netacad
jika belum memiliki
akun netacad:

netacad.com/courses/p
Enroll, dewnlead and start learning valuable fips and best practices for using our innovative, virtual simulation tool, Cisco

M Packet Tracer. This self-paced course is designed for beginners with no prior networking knowledge. It feaches basic
operations of the tool with multiple hands-on activities helping you to visualize a network using everyday examples, including

t ra Ce r/l nt rO d U Ct I O n - Internet of Things {loT). Thiz Introductory course is extremely helpful for anyone who plans to take one of the Networking

Academy courses which ufilizes the powerful simulation foal. Youw'll also eam a Metworking Academy badge for completing
p a C ket't ra Ce r this course. Mo prerequisites required!

Sign up foday!

Length: 10 hours

Cost: Free*

Lewvel: Beginning
Learning Type: Cnline seli-paced

Languages: English, YepaiHcoman
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Getting Started

Setelah Enroll dan daftar akun
(untuk yang belum memiliki akun
netacad, kemudian bisa login
langsung ke halaman netacad)

Usernar

rms & Conditions

N1
CIsCo

Sign in

me or Email

| Privacy | Feedback | Cookies | Trademarks




pada website
netacad, pilih
Resources, dan
Download Packet
Tracer

Pada halaman ini
juga, kita bisa
mengikuti kelas
gratis packet tracer
dari cisco
networking
academy ini.
Arahkan kursor di
kotak bertanda
merah di samping,
kemudian launch
course

vl vt iy Metworking

cISco  Academy My MetAcad Resources Courses Careers About Us

Home [/ I'm Learning Cerfification Exams & Discounis

Find an Academy

= Password Recovery Number,
Download Packet Tracer

' All Resources
I'm Learning

Alumni Courses

Courses I've Enrolled In

*

Explore
Infreduction to Packet Tracer 0620
Cisco Virual Academy

Infreduction to Packet Tracer

Please finish by 30 Oct 2020

Un-enrcill

2f up SMS account recovery now.
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Download dan
install Cisco
Packet Tracer
sesuai sistem
operasi yang
dipakai

Getting Started

Netwarking , i
I::lllslé!'.!r. 1}”:,\_ ?“ My NetAcad Resources Courses Careers About Us Q Q- ‘.'.' Asterisk -

Home / Resources / Download Packet Tracer

Download Packet Tracer

Cisco Packet Tracer

The best way to learn about networking is to do it. Cisco Packet Tracer, an innovative network configuration simulation tool, helps you hone your networking configuration skills from your deskiop or mobile device. Use Packet
Tracer fo:

» Sharpen your skills for a job interview
« Prepare for a cerification exam
« Practice what you learn in nefworking courses

Download

Choose the OF you are using and download the relevant files. Read the FACL View Tutorials
Packet Tracer requires authentication with your login and password when you first use it and for each new OS login session. (1)

Considering to upgrade?

For CCNA T, Packet Tracer 7.3.0 is the minimal version that supporis CCHAT

For CCNA G (and clder versions), we recommend instructors and students stay with Packet Tracer 7.2.2

If you are learning/teaching both CCHAG and 7, please use Packet Tracer 7.3.0

When using Packet Tracer 7.3.0 for CCNA G, there is a small possibility you may encounter a waming message.

If s0, you may disregard the message. It is simply a wamning that scripts in this file need fo be updated for Packet Tracer 7.3.0 compatibility.

Windows Desktop Version 7.3.0 English
64 Bit Download 32 Bit Download

Linux Desktop Version 7.3.0 English
64 Bit Download




Cisco Packet Tracer User Interface

® Cisco Packet Tracer

File Edit Options View Tools Extensions Help
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Time: 00:03:04(

(Select a Device to Drag and Drop to the Workspace)
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mple Network Topology

 Pada modul ini, kita akan membuat topologi jaringan lokal sederhana dengan
menggunakan IPv4

 Perangkat yang akan digunakan adalah 1 buah server, 2 buah PC Client, dan 1 buah
switch

* Setelah topologi jaringan terbentuk, aktifkan beberapa layanan di server yaitu
HTTP webserver, dns server, dan email server

e Setelah itu akan disimulasikan request layanan dari sisi client ke server
melihat header paket yang diproses dari setiap layanan




mple Network Topology

Berikut detail teknis konfigurasi jaringan pada server dan client :

1.

Server (static IP 192.168.1.2, subnet mask 255.255.255.0, default gateway 192.168.1.1, DNS
Server192.168.1.2)

PC Client 1 (static IP 192.168.1.3, subnet mask 255.255.255.0, default gateway 192.168.1.1, DNS
Server 192.168.1.2)

PC Client 2 (static IP 192.168.1.4, subnet mask 255.255.255.0, default gateway 192.168.1.1, DNS
Server 192.168.1.2)

Pada Server enable HTTP Web service, DNS (domain name elearning.com), Email (SM
2 akun adi@elearning.com, dan budi@elearning.com) password test123



mailto:adi@elearning.com
mailto:budi@elearning.com

buah server pada
packet tracer
Pilih pada bagian
end devices di
sebelah Kiri
bawah layar
Kemudian pilih
Server-PT
Server ini akan
kita melayani
beberapa macam
layanan untuk
simulasi pada
modul ini

Menambah Server

¥ Cisco Packet Tracer - X
File Edit Options View Tools Extensions Help

EERSO0OL L @83 a@aaoE B FE ?
Q@I /s me ¢ B

-

[: Physical) x 8. y: 441 mootl (- )C ) (035430

Server-PT
Serverl

Time: 00: 07:43[:::) (:;J
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ELEEE
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AGent
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Server-PT



v" Untuk request
layanan ke server,
kita memerlukan
beberapa buah
client pada packet
tracer

v Pilih End devices,
kemudian pilih PC-
PT

Menambah PC sebagai Client

¥ Cisco Packet Tracer - *

Fie Edit Options View Tools Extensions Help

EERSO0L L 3d Y QQaQoE BFE ?

Q@ f/ me @ H
[Z Physical) x 782, y: 277

Server-PT
Serverl

PC-PT
PC2

Tme:00:0857( ) )

[ -'// .W-% ﬂ D \{weless

Z 18-
* | Lapp ! Printer | [PFhone | Device | | Phone

PC-PT
PC3

S
™ Tablet | | Device | Wirakss | Wired | | Sniffar




Menambah Switch

B Cisco Packet Tracer - X
File Edit Options View Tools Extensions Help

EEREO0OrLd @3 &1 @Qa@aQoE B ?
HoQae@X /s med MR

Logical Physical) x 2. v: 275 [Root] - ¢ ) o7se:00)

dengan server,
kita dapat

menambahkan
satu buah i
perangkat S
jaringan yaitu
switch J - Q

v Klik pada et o
Network devices,
kemudian pilin
switches,
kemudian pilin .
Switch-PT

Time: 00:15:50 ¢ )




connection
menggunakan
Komponen
Connections,
kemudian pilih
Automatically
choose
connection Type
Kemudian tunggu
beberapa saat,
sampai semua titik
yang berwarna
orange berubah
menjadi warna
hijau

Membuat Link Connection

¥ Cisco Packet Tracer - >
File Edit Options View Tools Extensions Help
EEREO0sL i 968 ¢17 QaaaQoE BFE ?
T @X f/ rme ¢ B
' (' Physical)x .y 27 ool Y= )C () 155530
"
Fal gerver-PT
erverl
Fazi
Fal/ e
v Fa0
Switch1 oty
PC-PT
PC-PT
) PC3

&2z

Automatically Choose Connection Type



Konfigurasi Network Interface Server

(® Cisco Packet Tracer - *
EENSO0srL i 3dcd QaaqoE BFE ?

Q@ /s rme @ B B Servert - O b
(e

PhYSICﬂU = 1153, y: 32

Physical Config Services Deskiop Programming Attributes

> Double klik
pada server

» Pilih Desktop
tab

> Klik IP
Configuration

(D S

|%////.:=’-'5535 ard

£
|Z| E Automatically Choose Connection Type




Konfigurasi Network Interface Server

e

EERSOL i @d ¢ aaoE B5E )
SZQ@a@X /s me g B
pa d d Logical [: Physical) = 476. y: 128

. . Physical Config Services Desktop Programming Attributes
ko nflgu raSI I P IP Configuration

IP Configuration

|S| IP address . O DHep @ static
192 . 168 . 1 . 2 P Address [192.168.1.2

¥ server] - O x

|
Subnet Mask | 255.255.255.0 |
Fal *rver—F'T
S b t k A Defautt Gateway [192.168.1.1 |
ubnet mas DNS Server [192.168.1.2 |

255.255.255.0 ez e p—

coort s Fatl () DHCP () Auto Config () Static
IPvE Add !
D efa u |t gﬂ —__—_.——-""—-—- Switch-PT ress | | |
Switchi Link Local Address |FESU::201 ‘9TFF:FES4:1668

_.

|
Gateway : et r— | :
192.168.1.1 Fepts s | |

B02.1X

D N S Se rve r [ use 802.1X Security .

Authentication

192.168.1.2 S s
|E51 Z'ZIU":"l,:»’ A2 222\ A7 7

B
/) Automatically Choose Connection Type




an
ntuk
ork
C

lent,

> PadaPC2:IP
Address :
192.168.1.3

> PadaPC3 :IP
Address :
192.168.1.4

» Pada kedua PC

Subnet mask:
255.255.255.0

Default Gateway:
192.168.1.1

DNS Server: 192.168.1.2

g

Konfigurasi Network Interface PC Client

EERS0sra2 @@ ¢y aeaaoE B 548
T Q@ /s rme @ B

Logical ( Physical) = 5. y: 267

Fali
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A
PC-PT
PC2

Time: 00:42:03(3 (D
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Server]

Fazi
e Fai
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Switch-PT
Switch1

P pc2

Physical Config

Deskiop Programming Attributes

IP Configuration
Interface
IP Configuration
(O) DHCP
IP Address
Subnet Mask
Default Gateway
DNS Server
IPvE Configuration
) DHCP
IPv6 Address
Link Local Address
IPvE Gateway
IPvE DNS Server

B02.1X

FastEthernetd

® Static

[192.168.1.3

[255.255.255.0

[192.188.1.1
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[ use 802.1X Security
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Automaticallv Choose Connection Tvoe



onektivitas jaringan

Setelah server dan client PC sudah terkonfigurasi alamat IPv4 statis nya, maka
kemudian kita akan menguji konektivitas antara server dengan semua perangkat
yang ada di jaringan tersebut

Pada server kita buka command prompt dan ketikkan ping 192.168.1.255 untuk
request paket ICMP ke broadcast address (dimana kita akan mendapatkan reply
dari semua IP address yang telah terkonfigurasi pada satu broadcast domain

address ini)
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Menguji Konektivitas jaringan

iERdO0srde@drt aaao@ @sE | T - box ?
B/ me ¢ o

Physical Config Services Des Programming Aftributes

D D@ @

~

Command Line 1.0
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byt

N el e el e

E '
» times in milli
Minimam = mum = 10ms,

Fal *r\rer—F‘T
Server]
Fazi1
S Fati
Switch-PT
Switch

>
z =
[: Simulation

>\ S\

Autematically Choose Connection Type




AN

mengaktifkan
web service pada
server, double klik
pada Server-PT

Klik Tab Services
Pilih HTTP

Kemudian pilih
On

Untuk bagian
HTTPS kita pilih
Off

[
\

EERSOrih @8 ¢17 @aaaqoiE B

="}
=

Enable Web Service

_ . ¥ serverl - O x
r - r T
Q@I f/rme ¢ B '
-’\. Logical ( Physical o 185, y: 287 Phyzical Config Zervices Desktop Programming Aftributes
SERVICES HTTP
HTTP |
DHCP HTTP HTTPS
DHCPvE @® on O off O on ® off
TFTP
DNS File Manager
SYSLOG File Mame Edit Delete
AAR
FaD grverpT = 1 copyrights. htmi (edit) (delete)
Serverl
EMAIL 2 cacoptiogoi77x111 jpg (delete)
FTP
Fazi IaT 3 helloworld.html (edit) (delete)
i WM Management 4 (edit) (delete)
Falit == Faii Radius EAP
Fal . e N
Fa _____...---""'""—- Switch-PT g 3 | ncex i e e
Switch1 —_—r
A
PC-FT PF(':EQT
PC2
New File Import

Time: 31:48:03 (D (D
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(" Simulatio

|
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Enable DNS Service

[
\

LI L P R Y=1=N-E)- )
::;Qﬂ::{ E/-.' ﬂﬁ ?Ser\reﬂ _ O =

S

d . < -
Ca Logical L Physmal’“ B Physical Config Services Desktop Programming Attributes
I
e r’ SERVICES
. DNS
double klik pada e |
DHCP DNS Service @ on O off
Server-PT DHCPVE
TETR Resource Records

Name Type |ARecord -~
Klik Tab Services Svsioc

e Address [192.168.1.2
ere NTP Add Save Remove
Pilih DNS EMALL
Fal FTP No. Name Type Detail

IoT elearning.com ARecord 192.168.1.2

Kemudian pilih On ) o | Vrnesamen
gl-—-—"""'——__— Swit

Masukkan DNS =,

elearning.com -

pada A Record dan

Address ke IP

server 192.168.1.2 S— Oer >
e 31510 ()

v Klik Add E';'JIm:-' AFNEEEERERAZ

P
E Automatically Choose Connection Type

SN X X

DMS Cache
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AN

Klik Tab Services
Pilih Email

Kemudian pilih On
pada SMTP Services
dan Off pada POP3
Services

Masukkan Domain
Name elearning.com
klik set

tambahkan user adi
dan budi sesuai
password yang telah
diberikan

Klik Add

Enable Email (SMTP) Service

W Cisco Packet Trace -

EEREBOL i@t aqaaQoE BFE ?
T @ g/ med B

¥ server! - O *

Lngical ( Physicalx: 232, y: 448 Physical Config SEervices Desktop Programming Attributes
SERVICES EMAIL
HTTP
SMTP Service POP3 Service
DHCP
DHCPvE @ on O oFf (O on @ OoFF
TFTP
DNS -
SYSLOG Domain Name: |&Ieﬂrnlng.cum | Set
FLviv.Y User Setup
Fal gerver-PT
erver] Nk User Password |test123
EMAIL
FTP adi .
Fa21 loT budi

VM Management

Fali == Fa1/ Radius EAP
Fa0 Switch-PT ~—h
Switch1

A Change
PC-PT
PC2

Password

Time: 31:57-1 3(:;1 (j
= we

|BIE

FHEH S 2
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Simulasi Aliran Paket TCP di Jaringan

B Cisco Packet Trace -

EiERSO0srL i @7 Qa@aQouE BFE ?

o :-: q € : -'\: E /s H & ' g PacketTracer? n
\ Logical P 3 : Pvd  PvE  Misc Roo 01:00
. [] ACL Fitter [ Bluetooth [ capwap * || Simulation Panel 5 X
‘/ Kllk pada tab [ cop [ ote [ earoL Event List
Slmulatlon g ::PS g ::-:23 :"S::”P Wis.  Time(sec) LastDevice At Device Type
(lingkaran merah) O or Owree [ uace
[ LLop [ meraki [] WETFLOW
[ NP [ Pagp [ ror3
v K“k ShOW Fa0 ::LTT ] e [] PRPoED [] Fre
[] rabws [ rep [ r1P
A||/N0ne UntUk Fazit [ scce [ sMTP [ shmp
[ ssH [ srsLoc
menghapus _— s Faii [] TACACS |j TFTP
semua checklist M g Telnet [] use
. witc VTP o :
fl |ter mt_ri Swient Reset Simulation Constant Delay (nia-g,‘;:l;eu?etsu}
pC2 Play Controls
l«|[» | »]
v Edit Filter, Pilih |
H Event List Filters - Visible Events
tab MISC’ Edit ACL Fiters | o[22 -
kemudian < > Edit Fiters

Time: 32:23:09.743(_ JPLAY CONTROLS:(_ )( I )

checklist HTTP
' E S Pe £ -~
dan TCP >3 2 E A

FdR::|

Sz
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Simulasi Aliran Paket TCP di Jaringan

P
EEREO0OL i 38¢1% QaaQaaoE B 5@ ?
X Qa@aX g/ me @ B
v DOUble k||k pada Logical Physical)= 2. v: 278 [Rnnt](D(E(D(D(_ 12:50:30)
salah satu PC . :::T::Pm & X

(misal PC2) v e e Ao
v Klik tab Desktop
v' Klik Web Browser jﬁ
v' Masukkan URL /s:;:;
192.168.1.2 (IP / ®rc ~ o x
server) e e
v Kemudian tekan = TN D 3

Enter, maka akan
muncul gambar
amplop berwarna
hijau.




v Sebelum kita play
simulation, kita akan
melihat terlebih
dahulu paket yang
akan dikirimkan dari
PC2 ke server

v" Double klik pada
amplop berwarna
hijau di PC2, maka
kita akan dapat
melihat Jendela PDU
Information

HTTP request create connection to Server

g

EERSOLL 33 1% QaaaQaoE BFE ?
T a@X /me ¢ B

PDU Information at Device: PC2 n

F R s » o R I e———
.’\- Logical LMX S 0OSI Mode Outbound PDU Details r\-—/)tﬂ
&5 X

At Device: PC2 | —

Source: PC2

Destination: 192.168.1.2 Type

In Layers Out Layers TCP

Layer? Layer 7:

Layerb Layert

Layers Layers

Layerd Layer 4: TCP Src Port: 1029, Dst Port: 80

Fal gerver-FT Laver3 Layer 3: IP Header Src. IP: 192.168.1.3, Dest. IP:
Cerver ’ 192.168.1.2
/ e Layer 2: Ethernet II Header ODED.F973.BC14 >>
’ 0001.9754.1668
Fa2i Layerl Layer 1: Port(s): FastEthernet0
Fali = Fali |1. The HTTP client makes a connection to the server.
e
.F.ﬂ-u- — " SuitcheT
Switch1 Captured to:
PC-PT L 0.000 s
PC2 0

< | Show AllNone

o Challenge Me: << Previous Layer Next Layer =»

Time: 3223:09.743(3&&' CONTROLS:(D - l.j

Il alale

Automatically Choose Connection Type
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berisikan informasi
Layer mana saja yang
sedang terlibat.

Pada gambar di
samping terlihat
bahwa pada PDU ini
OSI layer yang terlibat
dalam HTTP Request
adalah Out Layer
yang aktif dari mulai
Layer 1 sampai Layer
4, kemudian layer 7
Terlihat Informasi
bahwa HTTP Client
membuat koneksi ke
server terlebih dahulu
(sifat paket TCP —
connection oriented)

Outbound PDU HTTP Request Connection

g

EERSOLL 33 1% QaaaQaoE BFE ?
T a@X /me ¢ B

PDU Information at Device: PC2 n

- a I N A Y
<\ Logical Physical) = %2 y: 192 (154200
9 L ik 0SI Mode Outbound PDU Details r\-—/) —J‘J
&5 X
At Device: PC2 | —
Source: PC2
Destination: 192.168.1.2 : Type
In Layers Out Layers TCP
Layer? Layer 7:
Layerb Layerb
Layers Layers
Layerd Layer 4: TCP Src Port: 1029, Dst Port: 80
Fal gerver-FT Layer3 Layer 3: IP Header Src. IP: 192.168.1.3, Dest. IP:
Servert ’ 192.168.1.2
lereer] Layer 2: Ethernet II Header 00ED.F973.BC14 ==
T 0001.9754.1668
Fa2i Layerl Layer 1: Port(s): FastEthernet0
Fali = Fali |1. The HTTP client makes a connection to the server.
Fal —_—______-——'"'-' . e ———
— Swrtlch—P'I'
Switchi Captured to:
PC-PT | 3 0.000 s
PC2

Challenge Me: << Previous Layer Next Layer =»

Il alale

rd 0

Time: 32:23:09.743( )PLAY CONTROLS:( ) )
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Inspeksi Outbound PDU HTTP Request Connection

¥ Cisco Packet Tracer - *
File Edit Options View Tools Extensions Help

i=u$ox:ﬁ“ @ P ‘1 EB\@)\QEI EL‘E’J@ 051 Model Cutbound PDU Details
::: Q ﬂ ::'\.1 E / - e ' ﬂ ﬁ POU Formats

v Kemudian untuk tab oo i el L o :
Outbound PDU FrEABLE TR0 E: JESTADRRON STRA1EE :
Details, terdapat PDU T 1T | I
Format mulai dari j' A S S P P
Ethernet, IP, dan TCP Foo gver ' ' — m

v' Pada Ethernet kita Z,/ — ' 2 v '
dapat melihat MAC AN ' o L '

Address Source dan S 5;:;“;2;? —
destination PCAT

v' Kemudian pada IP e e —_—
kita bisa melihat detall e e R T T W -
header dari IPv4, P e T
Source IP, dan rive: 222} ) R g [ |

CHECKSUM:0x0000 URGENT POINTER:0x0000

destination IP

s
S

e

N

OPTION Q
v

W
=

DATA (VARIABLE LENGTH) PADDING: 0b000...000 | Automatically Choose Connection Type




Outbound PDU HTTP Request Connection

PDU Information at Device: PC2 B
OS5I Model Cutbound PO Details |
a TCP kita bisa menemukan PDU Formats

port source dan destination, kemudian T w7

sequence number dan acknowledge number [DsT IP:192.168.1.2 |

yang bernilai 0 karena ini adalah paket OF0n0nnee PADPHEA0

pertama yang dikirim ke HTTP server DATA (VARIABLE LENGTH)

v" Dari beberapa header pada Format PDU , R T T T
kita dapat mempelajari bahwa HTTP request SOURCE FORT-1022 PESTIVATION PORT:S0
melibatkan TCP dengan port destination SEQUENCE NUMBER:0

adalah 80 (port HTTP service dari server),
kemudian port source bernilai 1032 (port ini
dapat berubah-ubah dari sisi PC Client) oFs A |ReserveD A | FLagsiop A WINDOW 85535

ET:0x w [ :0b000O000 W 000010 W

ACKNOWLEDGEMENT HUMBER:0

CHECKSUM:Ox0000 URGENT POINTER:0x0000
OPFTION
DATA (WARIABLE LENGTH) PADDING: 0000
.00




v" Untuk memulai
simulasi, klik
sekali icon play di
Play Control
sebelah Kanan

v" Tunggu sampai
paket sampai ke
server, kemudian
sampai paket
diterima kembali
oleh client

v' Jika sudah
diterima klik
kembali tombol
play untuk
paused

HTTP Request Connection

¥ Cisco Packet Tracer = X
File Edit Options View Tools Extensions Help

EEREO0sL i 3@ ¢ @Qa@aQoE B
ZQ @l /s med MR
Logical ( Phygica|x: 913, y: 358
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Vi, Time(gec) LastDevice At Device Type
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Fali = ‘ Fali
Fal
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— Switch-PT —Q
Switch1 . %
’ Reset Simulation Constant Delay Erri e
PC-PT 0.000 =
PC-FT
PC3
pcz Play Controls
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_Play {21t + P}
Event List Fitters - Visible Events
HTTP, TCP
W
< 3 Edit Fiters Show AllMone

( SIRTAT &, simulation

FEE=E L

Automatically Choose Connection Type



HTTP ACK response from server

v

EEREO0ri a1 QaaanEl A=

= =3 POU Information at Device: PC2
\/ S t - - a d 051 Mode Inbound PDU Details  Outbound POU Details
etelah Paket HTTP — .

N e N . e
) l'.\. Logical L Physical = 6. y: 26 yrr——— [Rnnt]k J = J J ( 052‘2_3
Reply dari server Source: P2 Simulton Pane & x
Destination: 192.168.1.2 =
H H H Event List
telah diterima client i Leyers Out Loyers R E— _ _
Layer7? Layer? is. Time(sec) Last Device At Device Type
] _ Layers - 0.000 — pC2 TCP
PC2 (amplop hijau
. . . Layers LayerS 0.001 pc2 Switch1 TCP
CheCk“St hIJau = dl Layer 4: TCP Src Port: 80, Dst Port: 1031 Layer 4: TCP Src Port: 1031, Dst Port: 80 .00z Switch1 Server! TCP
0.003 Serverl Switch1 TCP
H Layer 3: IP Header Src. IP: 192.168.1.2 Layer 3: IP Header Src. IP: 192.168.1.3
gambar Samplng), Dest. IP: 192.168.1.3 ' Dest. IP: 192.168.1.2 ' - 0.004 Switch1 PC2 TCP
. . Layer 2: Ethernet IT Header Layer 2: Ethernet II Header &y 0.004 _ pC2 . HTTP
kem ud Ian klta Cek DDDI.B?I54.1558 = O0ED.FS73.BC14 DDED.FQI?S.BCPI-. == 0001.9754.1668 0.005 ez Switchi TcP
i o Layer 1: Port FastEthernetl Layer 1: Port(s): FastEthernetd 0005 i oca . e
ke m bal I P D U 1. FastEthernetl receives the frame.
Information dari o
Fa0 ...-——-'""-__-—- Swit

paket tersebut o oo ==

Reset Simulation Constant Delay

PC-PT L 0.005s
PCz Play Controls
|« » | »]
Event List Filters - Visible Events
HTTP, TCP
< Challenge Me <= Previous Layer Next Layer == Edit Fiters Show All'None

me: 32:28:29. 421k‘_JF‘LA‘t CONTROLS: K,_)\__)‘\__) ] [: Realtime) Q. Simulation
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POU Information at Device: PC2

251 Mode Inbound FDU Details Cutbound FDU Details

At Device: PC2
Source: PC2
Destination: 1592.163.1.2

In Layers Out Layers
Layer? Layery
Layert Layert
Layers Layers

Layer 4: TCP Src Port: 80, Dst Port: 1031

Layer 4: TCP Src Port: 1031, Dst Port: 80

Layer 3: IP Header Src. IP: 192.168.1.2,
Dest. IP: 192.168.1.3

Layer 3: IP Header Src. IP: 192.168.1.3,
Dest. IP: 192.168.1.2

Layer 2: Ethernet II Header
0001.9754.1668 == 00EQ.F973.BC14

Layer 2: Ethernet II Header
00ED.F973.BC14 === 0001.9754.1668

Layer 1: Port FastEthernetl

Layer 1: Port(s): FastEthernetd

1. FastEthernetl receives the frame.

Challenge Me

<< Previous Layer Next Layer ==

HTTP ACK response from server

v Setelah Paket HTTP Reply dari server telah diterima
client PC2 (amplop hijau — checklist hijau - di
gambar samping), kemudian kita cek kembali PDU
Information dari paket tersebut

v' Pada Tab OSI Model terlihat info FastEthernetO
receives the frame. Menandakan bahwa interface
jaringan FastEthernetO menerima frame dari HTTP
server

v' Kemudian kita bisa melihat juga bahwa pada saat
menerima PDU ini (In Layers), PC2 juga
mengirimkan kembali paket selanjutnya pada Out
Layers




HTTP ACK response from server

PDU Information at Device: PC2 E
0SI Model Inbound POU Details Cutbound PDU Details
POU Formats
- v' Kemudian selanjutnya kita akan melihat detail
DST P:182.168.1.3 Inbound PDU Details dari frame yang diterima
v' Perbedaan yang terlihat yaitu pada TCP, dimana
OFT0X00000000 PADDING: 000 Acknowledge Number menjadi angka 1 dimana ini
DATA (VARIABLE LENGTH) adalah angka penanda hasil response ACK dari
server
- : .
T T T T v D|k§renakan ini adalah PDU Inbound, maka pada
SOURCE PORT:80 DESTINATION PORT:1032 bagian Source Port menggunakan port 80 (Iayanan
HTTP dari server) dan destination port 1032 (port
SEQUENCE NUMBER:0Q . .
' dari client sebelumnya pada saat melakukan request
ACKNOWLEDGEMENT NUMBER:1 ke server)
OFFS * § RESERVED * | FLAGS:0b WINDOW: 16384
ET:0x vI:IIIt:-IIIIIIIZIIIIIZIEI W 010010 W
CHECKSUM: 0=0000 URGENT POINTER: 00000
OPTION S
W
DATA (WARLABLE LENGTH) PADDING: 0b00OD *
...0ao ¥
W




PDU Information at Device: PC2

051 Model

POU Formats

Inbound PDU Details Cutbound PDU Details

DST IP:182.168.1.2

OPT: 000000000 PADDING: 0x00

DATA (VARIABLE LENGTH)

Bitz

ICcP
O v v o4 v o0 0 0 100 0 0 oo 18 o 2
SOURCE PORT.1032 DESTINATION PORT.E0
SEQUENCE NUMBER:1
ACKNOWLEDGEMENT NUMBER:1
OFFS # | RESERVED » [ FLAGS:0b WINDOW-65535
ET:0x w J : 0b0O0O00O0O0 W 010000 v]
CHECKSUM: D=x0000 URGENT POINTER: 00000
OPTION ~
W
DATA (WARIABLE LENGTH) PADDING: 0b00O0 ™
...000 W

HTTP ACK response from server

v' Kemudian kita akan melihat Outbound PDU details
selanjutnya untuk HTTP request ini

v" Outbound PDU ini menandakan bahwa server telah
menerima ACK, maka client PC2 mengirimkan PDU
HTTP request pada Outbound PDU Details ini

v' Pada header TCP, kita perhatikan bahwa sequence
number ini berubah dari angka 0 sebelumnya
menjadi nomor 1

v' Kemudian pada acknowledge number tetap di angka
1 (merujuk pada inbound PDU details di PDU ini)




emudian,
Client akan
melanjutkan
outbound PDU
request HTTP ke
server (setelah pada
PDU yang diterima
sebelumnya
terdapat informasi
action outbound
untuk memproses
PDU request HTTP
ke server)

»

Next Sequence, is HTTP Request

EEREOr i gy @a@aQoEBS

[

Q @ =
Logical ( Physical)x 222, y: 308

B/ me ¢ En

Fal

Fal/ =
Fal | e -i
Swite
Swit
PC-PT

’ ™,

COCD
v

Time: 32:28:39.411 JPLAY CONTROLS:( )

IEwe s

PDU Information at Device: PC2

0SI Model Outbound PDU Details

At Device: PC2

Source: PC2

Destination: HTTP CLIENT

In Layers Out Layers

Layer? Layer 7:

Lay Layert

Lay Layers

Layerd Layer 4: TCP Src Port: 1032, Dst Port: 30

Layer 3: IP Header Src. IP: 192.168.1.3,

Layer3
Dest, IP: 192.168.1.2
leyers Layer 2: Ethernet II Header
e 00ED.F973.BC14 == 0001.9754.1668
Layerl Layer 1: Port(s):

1. The HTTP client sends a HTTP reguest to the server.

Challenge Me

242

== Previous Layer Next Layer ==

[Rnnt](j (D (D (D (_ 18:15:30)

Simulation Panel 5 X
Event List
Vis. Time(sec) LastDevice At Device Type
0.000 - pC2 TCP
0.001 PC2 Switch1 TCP
0.002 Switch1 Serverl TCP
0.003 Serverl Switch1 TCP
- 0.004 Switch1 PCZ TCP
" 0.004 = PC2 B
. X Captured to:
Reset Simulation Constant Delay 00045
Play Controls
I« » | »
Event List Fiters - Visible Events
HTTP, TCP
Edit Fitters Show AllNone

@, Simulation

d
Event List] L Realtime

| ~
Fa:

Automatically Choose Connection Tvoe




Next Sequence, is HTTP Request

PDU Infarmation at Device: PC2

OS5I Model Qutbound PDU Details |
S0 Formate Gambar di samping adalah detail dari outbound
X " PDU HTTP request. Terlihat pada TCP sequence
DA ARASLE ST number = 1 (merujuk pada paket outbound PDU
TCP detail dari ack server sebelumnya)
O v v 0 4 0 0 0 Wy o 18 o 24 0 1 1 1 1 Bits
SOURCE PORT:1032 I DESTINATION PORT:ED
SEQUENCE NUMBER-T Pada Outbound PDU ini, muncul header HTTP
ACKNOWLEDGEMENT NUMBER:1 Request yang berisi HTTP Data: ACCEpt
Language: en-US Accept */*
OFFS ﬂlRESEFWED ﬂl FLAGS:0b WINDOW:65535
ET0x w |:0b000000 » | 011000 W
j CHECKSUM:0x0000 URGENT POINTER:0x0000
! OPTION ~
DATA (VARIABLE LENGTH) PADDING: 0b000 A
...000 v
HTTP REQUEST
0 v v 4 00 0 @0 0 00 18 0 0 0 1 1 11 1 Bytes
HTTP Data:Accept-Language: en-us ""
Accept: *1 v




Next acknowledge, is HTTP Response

POU Information at Device: PC2 n
051 Model Inbound PDU Details ‘
PDU Formats Setelah diteruskan simulasi HTTP Request
DATA (VARIABLE LENGTH) . sebelumnya, kemudian server akan
— mengirimkan HTTP response ke PC2 Client
IJ_|||4|||||1III|||||1E-|||||||24|||||||El'rt5
SOURCE PORT:80 I DESTINATION PORT:1032 Berikut detail dari Inbound PC2 Cllent, dimana
sequence number adalah tetap 1 (karena
SEQUEMCE NUMBER:1 . .
sebelumnya sequence 1 ini yg mendapat
ACKNOWLEDGEMENT NUMBER: 104 response dari HTTP server)
OFFs ™ | RESERWVED ™ ] FLAGS: 0B ™ WINDOW: 16384 1 cini
N e Yang berubah di sini adalah acknowledge
number dari server, yang telah berubah dari
Acknowledge Number : 1 menjadi 101
OFTION a
DATA WARIABLE LENGTH) PADDING: ObOOOD
...0a0 W
HTTP RESPOMNSE
0 v v 04 00 0 & 0 0 18 111 Bytes
HTTP Data:Connection: close ™
Content-Length: 355 (¥




¥ pc2

Physical Config Desktop Programming Attributes
—

\Web Browser

< = URL (http:/1892.168.1.2 Go Stop

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind

Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image

(] Top

Next acknowledge, is HTTP Response

v" Pada Inbound PDU ini, data dari webserver
sudah diterima oleh client PC2.

v" Dengan kata lain, browser di sisi client sudah
muncul data tampilan dari webserver




adalah untuk
memberikan kita
gambaran
mengenai salah
satu contoh
eksplorasi header
UDP

Kali ini kita
menggunakan PC3
sebagai client

Buka Command
Prompt pada PC3,
ketikan query DNS
yaitu nslookup
elearning.com

Simulasi Aliran Paket DNS di Jaringan

»
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* | Simulation Pansl 5 X
Event List
Wis. Time(sec) LastDevice At Device Type

" 0.000 = PC3 B ons

Seiver-PT
Sgnrar
I Fa0
Fa2/1 :
Reset Simulation Constant Delay Captunrgg Dm__;
Fa0/1 _-—‘— —— Play Controls
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Physical  Config  Deskiop  Programming  Aftributes ACL Fitter, ARP, BGP, Bluetooth, CAPWAP, CDP, DHCP, DHCPVE, DNS, DTP, EAPOL,

EIGRP, EIGRPYE, FTF, H.323, HSRP, HSRPvE, HTTP, HTTPS, ICMP, ICHPYE, IPSec,
ISAKMP, IoT, IoT TCF, LACP, LLDF, Meraki, NDP, NETFLOW, NTP, OSPF, OSPFvE,
Command Prompt PAGP, POP3, PPR, PPPOED, PTP, RADIUS, REP, RIP, RIPng, RTP, SCCP, SMTP, SNIP,
S5H, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, USB, VTP

» Edit Fitters Show AllNone

' -
Event List [\ Realtime

Q. Simulation

« I ~

A\
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Automatically Choose Connection Type




Sesuai setting pada
konfigurasi IP di PC3,
bahwa alamat DNS
berada di server
192.168.1.2

Oleh karena itu,
perintah DNS query
dari PC3 akan
mengirimkan PDU ke
server 192.168.1.2
dari PC3
(192.168.1.4)

Simulasi Aliran Paket DNS di Jaringan

¥ Cisco Packet Tracer - *
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At Device: PC3
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Layer? Layer 7: DNS
Layert Layers
Layers Layers
Laverd Layer 4: UDP Src Port: 1026,
o Dst Port: 53
Layer 3: IP Header Src. IP:
Layer3 192.168.1.4, Dest. IP:
. 192.168.1.2
. . Captured to:
TESEIETLEI TR 0.000s Layer 2: Ethernet II Header
Layer2 0004.9AD3.5B28 ==
A Play Controls 0001.9754.1668
- Layer 1: Port(s):
Fa0 <[> [l vl FastEthernet0
PC-PT i _
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PC3 Event List Filters - Visible Events |
ACL Fitter, ARP, BGP, Bluetooth, CAPWAP, CDP, DHCF, DHCPvS, DNS, DTP, EAPOL,
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Mirip pada request
HTTP, header
Ethernet di sini juga
memuat format yang
sama dimana
terdapat source MAC
address (PC3) dan
destination MAC
address (server)

Pada header IP juga
terlihat source IP PC3
(192.168.1.4) dan
destination IP Server
(192.168.1.2)

v

Simulasi Aliran Paket DNS di Jaringan

EERSO0Lr i @@ ¢cd @aeaQouE B
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Time: 33:53:06.564( JPLAY CONTROLS:( ) I )

OS5I Model

PDU Information at Device: PC3

Cutbound PDU Details
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FDU Formats

Ethernetil

0 | | 1 4 | | | a8 | | | | 1 | | Bytes
PREAMBLE: 101010..10 c DEST ADDR:0001.9754.1668 ~
v
SRCADDR:000 | TYP » ] DATA(VARIAB | FCS:0x00000000
494416175 w Elx w LE LENGTH) w
P
0 v o4 v 0 08 0 0 o 16 200 0 0 24 4 10 1 1 1 Bits
WER:4 HL DSCP:0x00 TL:5T
I0:0x 0004 FLa ™ FRAG OFFSET:0x000
G50 w
TTL:AZ8 PRO:0x11 CHKSUM

SRC IP:192.168.1.4

DSTIP192.168.1.2

OPT:.0x00000000 PADDING: 000

DATA (WARIABLE LENGTH)

-]

EIC P44

}}  Last Device At Device Type
= PC3 Il ons

Captured to:
0.000 =

=T

Congtant Delay
</ » »|

lizible Events

* Bluetooth, CAPWAR, CDP, DHCP, DHCPvE, DNS, OTR, EAPOL, EIGRP, EIGRPVE,
SRPvE, HTTP, HTTPS, ICMP, ICMPVE, IPSec, ISAKMP, IoT, loT TCP, LACP, LLDP,
DWW, NTP, OSPF, OSPFv6, PAgP, POP3, PPP, PPPoED, PTP, RADIUS, REP, RIP, RIPng,
MMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, USB, VTP

Edit Filters Show All'None

@ Simulation
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Simulasi Aliran Paket DNS di Jaringan

d ?

. EEEmOrih®dfNQAQADEES ?
Inl ::; ()\ € ::_: E / W e ' ﬁ PDU Information at Device: PC3 |

adalah bagian ini, QD) ( Prysical)< 72 vz S — |
yaitu jika HTTP = I

0 16 Bits
L O O S T L T L e e T S I A Last Device At Device Type

me nggu na ka N SOURCE PORT1025 DESTINATION PORT:S3 . ocs N
protocol TCP’ pada LENGTH:0x0025 CHECKSUM:0

DNS menggunakan ?m s e

UDP IFEU W...s.......15.......24.......an

[Roof] (D (D (D (D (183330

=

QDCOUNT: 1 ANCOUNT:0
Fazi
on Faln ) y .
Source Port 1025 G i P
Switch-PT L . -]

Switch1

(berbedadISEtlap pe-T WIIIIBIIIIIII15IIIIIII24IIIIIIIBit5 I“’PI

| . d . . NAME:elearning.com I
client), destination E
. TYPE:4 CLASS:! fisible Events
O rt 5 3 ( D N S S e er Ce ) 3 Bluetooth, CAPWAP, CDP, DHCP, DHCPVE, DNS, OTP, EAPOL, EIGRP, EIGRPVE,
'SRPVS, HTTP, HTTPS, ICMP, ICMPVS, IPSec, ISAKMP, IoT, loT TCF, LACF, LLDP,
TTL:86400 DW, NTP, OSPF, OSPFvS, PAgP, POP3, PPP, PPPOED, PTP, RADIUS, REP, RIF, RIPng,
NMP, SSH, STF, SYSLOG, TACACS, TCP, TFTP, Telnet, UDF, USB, VTP
hd Edit Fiters Show AllNone

Kemudian terdapat . |
Time: 33: sazus.ssd(jpl_w coumms:(j(j(j

juga header DNS dImFwe s/ 52520
message dan DNS | |

> <
q u e ry ke NAIVI E : E Automatically Choose Connection Type
elearning.com

= 5
Event List L Realtime 3




Simulasi Aliran Paket DNS di Jaringan

aket pertama yang dikirim oleh PC3, dapat kita simpulkan bahwa layanan
DNS menggunakan protocol UDP dimana pada PDU outbound pertama dari PC3
ini tidak terdapat paket untuk membuat connection request terlebih dahulu

» Ini yang menandakan bahwa layanan DNS ini bersifat unreliable dikarenakan
menggunakan protocol transport UDP pada PDU yang dikirimkan ke server




Simulasi Aliran Paket DNS di Jaringan

»
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i Aliran Paket DNS di Jaringan

Berikut Detail dari PDU Inbound hasil response
dari server pada PC3

Terlihat UDP source Port dari server yaitu port
53 (DNS service)

Destination port 1025 (port dari client
sebelumnya saat mengirim query ke server)

IP Source dari server (192.168.1.2) dan
destination IP adalah PC3 192.168.1.4

PDU Information at Device: PC3

051 Mode Inbound PDU Details

At Device: PC3
Source: PC3
Destination: 192.168.1.2

In Layers Out Layers
Layer 7: DNS Layer?
Layerg Layerb
Layers Layers
Layer 4: UDP Src Port: 53, Dst Port: 1025 Layerd
Layer 3: IP Header Src. IF: 192.168.1.2, e
Dest. IP: 192.168.1.4 ’

Layer 2: Ethernet 1I Header Laver?
0001.9754.1668 == 0004.9A41.6175 '

Layer 1: Port FastEthernetd Layerl

1. FastEthernetl receives the frame.

Chalenge Me

=< Previous Layer

Next Layer ==




Paket DNS di Jaringan

» Di samping ini adalah detail dari Inbound
PDU yang diterima oleh PC3 hasil response
dari DNS server

» Terlihat di bawah DNS query terdapat DNS
Answer pada PDU ini

» DNS answer ini adalah response langsung
dari DNS query yang direquest ke server
sebelumnya pada PDU outbound PC3

» DNS answer ini menunjukkan bahwa
NAME: elearning.com pada IP: 192.168.1.2

POU Information at Device: PC3
051 Model Inbound POU Details

PDU Formats

LENGTH:4 I IP:152.168.1.2
DHS Query
L T S O T O T O O O O O O L A O O e e e - A e O e =
MNAME:elearning.com
TYPE:4 I CLASS:
TTL: 25400
LENGTH:O
DMS Answer
N A e e L T T e - T O e = -
MAME:elearning.com
TYPE:4 I CLASS:
TTL: 26400
LENGTH:4 I IP:192.168.1.2




ulan

cket Tracer, kita dapat mensimulasikan aliran PDU dari client ke server

v' PDU yang keluar maupun diterima oleh semua perangkat di packet tracer dapat
kita lihat secara detail semua format header protocol masing-masing di setiap layer
OSI

v' Pada HTTP request terbukti menggunakan protocol TCP dimana protocol ini
sebelum mengirimkan request HTTP akan mengirimkan request connection
terlebih dahulu. Oleh karena itu TCP ini bersifat reliable atau juga disebut
connection oriented

v' Pada DNS request/query terbukti menggunakan protocol UDP diman
langsung mengirimkan PDU query ke server DNS tanpa ada request ¢
terlebih dahulu. Oleh karena itu UDP terbukti bersifat unreliable atau
connectionless




