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e Setia Juli Irzal Ismail

e Jul

e S1-STT Telkom

e S2 —Universitat Rostock — Jerman
* Politeknik Telkom — 2009

* Analis Malware — IDCERT (/ndonesia Computer Emergency <
Response Team)
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> Kontak

v

* jul@tass.telkomuniversity.ac.id

* Blog : julismail.staff.telkomuniversity.ac.id
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> Deskripsi Mata kuliah

v

Mata kuliah Keamanan Jaringan memberikan pemahaman dan
pengetahuan kepada mahasiswa untuk:

1. Mengenal dasar keamanan jaringan
2. Teknik-teknik penyerangan
3. Teknik pengamanan jaringan
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> Standar Kompetensi
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e Setelah mengikuti perkuliahan, mahasiswa mampu membuat
perencanaan sistem pertahanan jaringan
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> Materi Kajian
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1. Teknik Penyerangan
2. Teknik Pertahanan
3. Membangun sistem pertahanan jaringan
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> Penilaian
>
e Assessment 1 - 20%
e Assessment 2 - 20%
e Assessment 3 - 20%

40%

e Tugas & Praktikum
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> Requirement
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* Laptop
e Windows & Linux
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02. Pengenalan Keamanan
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> Insiden Keamanan Jaringan

e Deface

Hacked By MJLO07

Y

Beranda Topik F y Perspektif Lain
-~

\jember‘ﬂacker

BERITA FOTO

Jumat. 4 Januari 2013 Mendaki Gunung Gede Pangran
Keterangan Pers mengenai Posisi m untuk
Menpora
Jumat, 28 Desombar 2012 AUk
Wawancara dengan Metro TV ik
2014,

3 rakyat

Kamis, 27 Desember 2012 g

Pengantar pada Sidang Kam«m

Paripuma & pung Sarongge, Desa
lasa (8/1) pagi

Jumat, 21 Desember 2012 '

¥aterangan Pers tentang Hasil
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Ooops, your files have been encrypted!

> What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Y M a |Wa re Payment will be raised on Can I Recover My Files?

v

5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
PY R m Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
a n S O Wa re : % But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

L Wa n n a C ry We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be lost on

How Do I Pay?
° 2 O O ri b u P C 3/20/2017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.

[ 1 5 O n e ga r‘a After your paymefl-t, click <Eheck Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:

Time Left

About bitcoin

12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw
How to buy bitcoins?

Contact Us
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Operation “Red October”

Victims of advanced cyber-espionage network

v

»-Luxembourg @

‘3'7 Ireland @

. Spionase Cyber =

gt

United States ‘
‘& ‘ Japan
,J, 00

e Malware

{

/ Brunei @ .
Uzbekistan o \f.}‘ i " Indonesia @)
Pakistan @ A "W .
Turkmenistan @ Ge‘-: g C AL j .
Iraq @ -

) Qatar @

,.f“ L— United Arab Emirates 6@

y Mozambique || Oman@ @@
(4]

* Mencuri Data |

* Webcam g o v

Research institutions

Trade and commerce

Australia

* Microphone
* Red October

Nuclear / energy research Botswana

Saudi Arabia ()

Oil and gas companies South Africa

AT @ Albania 9 ® Belarus e@@@@ ® Lebanon @ T Kuwait @
A Afganistan @0 @ © Bulgaria 9 & Macedonia 6
e s © Armenia @ @ © Bosnia and Herzegovina @ & Slovakia 9 KAsPERsKYﬁ
O Austria @ © Croatia 9 T Switzerland@
© Azerbaijan @ e 9 9 @ Georgia @ © Bahrain 8 2[ 1l?giggh7(;2Roeisir':::?erSky Lab ZAO.
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03. Konsep Dasar Keamanan
Informasi
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 Rendahnya kesadaran akan keamanan informasi

Menurut Survey Information Week (USA) :

dari 1271 manajer sistem / jaringan, hanya 22% saja yang
menganggap keamanan sistem informasi sebagai komponen
penting <

<
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 Rendahnya kesadaran akan keamanan informasi

Menurut MediaPro (USA) :

75% pegawai belum paham mengenai resiko keamanan
informasi

<
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Manajemen
* Yang penting nyambung dulu (online) keamanan belakangan
e Sekarang belum ada masalah, masih aman2 saja

e Balik Modalnya kapan?

Teknisi

<

* Pinjam password admin dong!
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*“79% eksekutif senior terjebak dalam kesalahan berfikir
bahwa ancaman terbesar terhadap keamanan sistem
berasal dari luar (eksternal)”

*Survey Computer Security Institute (CSI) potensi
gangguan terbesar dari dalam (disgruntled
Worker/karyawan yang tidak puas) 86%

<
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*Mustahil mencapai tingkat keamanan 100%
*Keamanan Vs Kenyamanan

*Semakin nyaman = semakin tidak aman

<
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Proses pengamanan
adalah sebuah siklus
vang tidak ada

akhirnya

Siklus Keamanan

Awareness
and Training

Litigation Policy and
Support Procedures
Services
' Device
Reactive Management

Services Implementation

Information
Assets

Electronic
Discovery
Expert Witness

Monitoring
(Vendor)

Incident

Cybercrime

and Forensics .
Incident Response

Investigations

>
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04. Elemen Dasar Keamanan
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Celah Keamanan
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> = Celah :
Pengguna mengakses " ;wt:'e;nd:ﬂst

akun e-banking 3. Applications (db)

Network
sniffed,
attacked

Celah keamanannya

1. Komputer Pengguna

2. Jaringan % = %%
3. Server Bank . |

Userid, Password,

PIN, credit card # ‘{JWW.bEﬂk.CD.iﬂ

- Applications

(database,Web
server) hacked
-Ms harkad

'
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Computer Security

* Fokus pada keamanan dari komputer (End System), termasuk
sistem operasi

Application Security

* Fokus pada keamanan Aplikasi
Network Security

<

* Fokus pada saluran / media pembawa informasi
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05. Aspek Dasar Keamanan
Jaringan
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Aspek Dasar Keamanan (CIA)
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1. Confidentiality (Kerahasiaan data)
2. Integrity (Keutuhan data)
3. Availability (Ketersediaan Data

<
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* Confidentiality = Kerahasiaan data Pribadi

* Data hanya boleh diakses oleh orang yang berwenang
Contoh:

* Data-data Pribadi

e Data bisnis: Daftar Gaji, data nasabah

<

* Nilai Mahasiswa
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< Confidentiality - Serangan

Penyadapan

Sniffer

Keylogger
Man-in-the-middle attack
Social Engineering
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* Enkripsi Data
e Autentikasi
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06. Integrity

Setia Juli Irzal Ismail

D3 Teknologi Komputer — Fakultas llmu Terapan

<

Telkom University.




. I
4

”

Aspek Dasar Keamanan (CIA)
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1. Confidentiality (Kerahasiaan data)
2. Integrity (Keutuhan data)
3. Availability (Ketersediaan Data

<
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* Integrity = Keutuhan data

* Informasi tidak boleh berubah/diubah oleh orang yang tidak
berwenang

<
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* Pengubahan data oleh orang yang tidak berhak
* Virus yang mengubah berkas
* Ransomware > ekstensi file

<
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 Message Authentication Code
* Digital Signature

e Hash Function

* Log— Pencatatan akses

<
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07. Availability
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Aspek Dasar Keamanan (CIA)
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1. Confidentiality (Kerahasiaan data)
2. Integrity (Keutuhan data)
3. Availability (Ketersediaan Data

<

35




. I
4

Availability

&

<4

v

* Availability = ketersediaan data
* |Informasi harus tersedia ketika dibutuhkan
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 Meniadakan Layanan

e Denial of Service/DoS Attack
* Menghambat Layanan

e Server dibuat lambat

<
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* Backup

 Redundancy (server cadangan)

e IDS (Intrusion Detection System)
* |PS (Intrusion Prevention System)
* Firewall

<
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Terima Kasih
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Materi Berikutnya:

Game Simulasi Hacking

Hackthegame
https://julismail.staff.telkomuniversity.ac.id/game-
hackthegame/ <
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